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Attacks to CII
Bank Heist, Navigation Systems Manipulation,
Control of Electronic Medical Equipment and Records, 

Override of Oil and Gas Systems

Attacks to
Government 
Infostructure

Hacking resulting in Data breach
Defacement of PH Government Agencies 

Websites

Sophistication 
of Cyber Attacks

APT, DDoS, SPAM, Spear Phishing,
Social Engineering



 12-pt National Security Goals
• Guarantee public safety and achieve good 

governance
• Mitigate the impact of health related threats
• Develop a dynamic, inclusive, and sustainable 

economy
• Achieve food and water security
• Safeguard and preserve national sovereignty and 

territorial integrity
• Heighten consciousness and pride on Filipino 

heritage, culture and values
• Promote human and ecological security
• Achieve energy security
• Ensure maritime and airspace security
• Strengthen international relations
• PROVIDE STRONG CYBER INFRASTRUCTURE AND 

CYBER SECURITY
• Improve vital transportation infrastructure and 

port security







 

Key Strategic Imperatives

Protection of 
Critical 

Infostructure 
(CII)

Protection 
of 

Government 
Networks 

(Public and 
Military)

Protection of 
Businesses 
and Supply 

Chains

Protection of 
Individuals

Public Networks thru 
establishment of CERTs

Military Networks thru 
establishment of Cyber Defense 

Centers (DND, NSC, AFP)

CyberSecurity 
Assessment and 
Compliance 
Programs 

National Common 
Criteria Evaluation 
and Certification 

Program

CyberSecurity 
Education 
Campaign 
Program



Critical Infostructure



National CyberSecurity Plan 
Implementation Milestones



Protection of Critical Infostructure (DICT-MC 005);

Protection of Government Agencies (DICT-MC 006; and 

Protection of Individuals (DICT-MC 007)





Incident Report Statistics System

• Status: 100% working
• It is a web application that is used to 
    collect data and transform information an
d
    incidents reported to CERT-PH into usabl
e
    statistics



FGD with the Energy Sector representatives – Oct. 23, 2017 

Meeting with the Military Sector/AFP – Nov. 8, 2017

FGD with Energy Sector - April 18, 2018

FGD with Banking and Finance Sector - May 21, 2018

DOE Cybersecurity Policy Writeshop – June 13-14, 2018

FGD with BPO and Health Sectors- June 26, 2018

FGD with transportation, Water, Utilities, and Emergency 
Services Sectors – August 3,  2018

















The Philippines became the 57th party to the Budapest Convention after the 
Senate unanimously concurred on the signing of the instrument of accession in 
February 2018.

The Philippines endorsed the Paris Call for Trust and Security in Cyberspace in
November 2018.

The Philippines actively and strongly supports ASEAN initiatives towards norms 
and legal frameworks in the region.



DICT Memorandum Circulars 005, 
006, 007, s2017



Tardiness in raising the alarm : Poor incident response system

Weak administrative passwords

Unpatched workstation



• Adoption of PNS ISO/IEC 27000 Family of Standards and 
other relevant International Standards for Mandatory 
Compliance

• Conduct of Annual Risk and Vulnerability Assessment
• Conduct of Security Assessment
• Creation of CERT
• Certificate of Cybersecurity Compliance
• Telecommunications Cyber Hygiene
• Seal of Cybersecurity
• Preparation of the Disaster Recovery and Business 

Continuity Plans
• Conduct of National Cyber Drills and Exercises
• Privacy of Personal Data
• Monitoring and Evaluation of Compliance to the NCSP 

2022

GENERAL 
POLICIES for 

CRITICAL 
INFOSTRUCTURE

http://www.dict.gov.ph/wp-content/uploads/2017/09/Memorandum-Circular-005.pdf



• Establishment of Government Computer Emergency 
Response Teams (GCERT)

• Collaboration with Local and International Linkages
• Privacy of Personal Data
• Responsibility of Agency Heads
• Monitoring and Evaluation of Compliance to the NCSP 

2022
• Organizational Membership

GENERAL 
POLICIES for 

GOVERNMENT
AGENCIES

http://www.dict.gov.ph/wp-content/uploads/2017/09/Memorandum-Circular-006.pdf



• #PRInt (Paper, Radio, Internet (Social Media) and 
Television

• Observation of Cybersecurity Awareness Week
• Philippine Government Websites
• Responsibility of Agency Heads
• Monitoring and Evaluation of Compliance to the NCSP 

2022
• Organizational Membership

GENERAL 
POLICIES for the 

Protection of 
Individuals

http://www.dict.gov.ph/wp-content/uploads/2017/09/Memorandum-Circular-007.pdf



Creation of CERT

• All identified CIIs shall create its own 
CERT

• DICT Cybersecurity Bureau shall handle 
the Philippines National CERT (CERT-PH) 
which will serve as the central authority 
for all CERTs in the country

• Information sharing shall be done with 
the use of established communication 
protocol – Traffic Light Protocol (TLP)



TRAFFIC LIGHT PROTOCOL

• Red : not for disclosure, restricted to participants only.
• Amber : limited disclosure, restricted to participants’ organizations.
• Green : limited disclosure, restricted to the community.
• White : disclosure is not limited.



Creation of Sectoral CERT

• All CIIs shall create a Sectoral CERT to 
be headed by a Chairman and elected 
among member organizations

• The Chairman shall then report to the 
DICT on a periodic basis



THANK YOU!


